HNudopmanuonHasi naMATKA ISl 00YUAOMINXCS 51 pa3MelleHusT Ha
opunuanbHbix UHTEpHET-pEcypcax

C KaXIbIM TOIOM MOJIOJIS)KA B WHTEPHETEC CTAHOBHUTHCS OOJbINE, a NMIKOJHHUKH OJHU W3 CaMbIX
aKTUBHBIX TOJNB30BaTeNeil Pynera. Mexay TeM, TOMUMO OIPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET
HeceT U Npo0seMbl. DTa NaMATKa JO0KHA ITOMOYb Tebe 6e301MacHO HaXOAUTHCS B CETH.

Komnvromepnvie supycol

KomnbroTepHBIit BUpPYC - 53TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTIMYUTENbHOU
0COOEHHOCTBIO KOTOPOH SBISIETCSI COCOOHOCTh K Pa3MHOXEHUIO. B JOMONHEHHE K 3TOMY, BUPYCHI MOI'YT
MOBPEIUTh WU MOJHOCTIO YHUUTOXUTh BCE (hailyibl ¥ JaHHBIC, TOAKOHTPOJIbHbIE MONb30BATEN0, OT UIMEHH
KOTOPOTo ObljIa 3alylleHa 3apaskeHHas IPOrpaMMa, a TaKxkKe MOBPEAUTh WIIH JaXKe YHUUTOXKUTh ONEPALOHHYIO
CHCTEMY cO BceMH (paitaMu B 11e7IoM. B GonbIIMHCTBE cydaeB pacnpoCTPaHSIOTCS BUPYCH 4Yepe3 HHTEPHET.

MeTobI 3alIUTHl OT BPEIOHOCHBIX MIPOTrPaMM:

1. Hcmons3yii COBpeMECHHBIE ONIEPAIIHOHHBIC CHCTEMBI, IMEIOIINE CEPbE3HBIN YPOBEHB 3aIUTHI OT
BPEIOHOCHBIX MPOTPaMM;

2. TloctosHHO  ycraHaBnmMBaiW mauytd  (IMQpOBBIE  3aIUTATKA, KOTOPBIE  aBTOMATHYECKH
YCTaHABIMBAIOTCS C IEJBI0 TOPAOTKH MPOTPaMMbl) U IPyTHe OOHOBICHHUS CBOCH ONEpalMOHHOM
cucteMbl, CkaunBail WX TOJNLKO ¢ oduImaibHOrO caita paspadorunka OC. Ecmu cymectsyer
PEXKUM aBTOMATHIESCKOTO OOHOBJICHHSI, BKIIFOUH €r0;

3. Paboraii Ha cBOEM KOMITBIOTEpE IIOJ IpaBaMH IIONB30BATEN, a HE aIMHHHCTparopa. JTO He
MO3BOJIUT OOJBIMUHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJIMPOBATHCS HA TBOEM MEPCOHAIBLHOM
KOMITBIOTEPE;

4. Hcmomnp3yil aHTUBUPYCHBIEC IPOTPAMMHBIC TIPOYKTHI H3BECTHBIX MTPOU3BOAUTENCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuyb QU3NIECKUI JOCTYI K KOMITBIOTEPY IS IOCTOPOHHUX JIUIL;

6. Hcmonmb3yit BHEITHIE HOCUTENIN HHPOPMAIINH, TaKHe Kak (hiIelka, TUCK WK (aill 13 HHTepPHeTa,
TOJIBKO U3 MPO(DEPEHHBIX HCTOYHUKOB;

7. He oTkprIBaii KOMIIBIOTEPHBIC (DAKIIBI, TOTYYCHHBIC U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxke Te (aiibl,
KOTOpBIE TPUCIIA TBOI 3HAKOMBIiA. JIydIilie yTouHM y HEro, OTIPABIISII JIU OH TeOe UX.

Cemu LII-I1

Wi-Fi- a0 He BHI epeqayun TaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIB Open 1, Mapka. Eme 8 1991
roJly HHUJAEpJIaHAcKas KoMmmaHus 3apeructpupoBaia Opena « WECA», dro 0003Ha4aao CIOBOCOYCTAHHE
«Wireless Fidelity», koTopslit mepeBOANTCsI Kak «OECTpOBOIHAS TOUHOCTHY.

Jlo Hamero, BpeMeHH Jioluia apyras abOpeBuarypa, KoTopas SBISIETCS TAKOH jKe TEXHOJOrHei. D1o
ab6pesuarypa «Wi-Fi>. Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTAHAAPT BHICIIHI 3BYKOBOM TexHuKH Hi-
Fi, uTo B mepeBo/ie 03HAYAET «BBICOKASI TOUHOCTHY.

[a, GecrumaTHBIN HHTEPHET-IOCTYIT B Kade, OTeNsIX U a3poIopTax SBISCTCS OTIUIHOH BO3MOKHOCTBIO
BBIXOJa B WHTepHeT. HO MHOrHMe sKCHepThl cumTaroT, uro obmenoctynusie Wi-Fi cetn He sBIsAIOTCS
0€e30MacHBIMH.

Cogertsl 110 Oe30macHOCTH padbote B 00meqocTynHbx cetsx Wi-Fi:

1. He nepenasaii cBoro nuuHyro nHpopmarmo yepe3 odmenoctynusie Wi-Fi cetn. PabGoras B HuX,
YKEJIaTeJIbHO HE BBOJIUTH MapOJIH JOCTYIIA, IOTHHBI M KaKHE-TO HOMEpa;

2. Vcnone3yii 1 0OHOBIJISIH aHTUBUPYCHBIE IPOTpaMMEI B OpanaMayep. TeM caMbIM ThI 00€30TIaCHIITb
ceOs1 OT 3aKaYKH BHpYyca Ha TBOE YCTPOHCTBO;

3. Tlpu ucnonszoBanuu Wi-Fi OTKIIIOUH QyHKIMIO «O0Imui noctyn K Qaiinam u
npuHaTepam». JlaHHas QYHKIMS 3aKpbITa 10 YMONYAHUIO, OJHAKO HEKOTOPHIC MOJIH30BATEIIH
aKTHBHPYIOT €& I yA00CTBa NCIIONB30BaHUs B paboTe Win yueoe;

4. He ucnone3yil myOmuunbiii Wi-Fi s nmepenauu JUYHBIX JAHHBIX, HAPUMEP AJsl BBIXOAA B
COLIMAJIBHBIC CETH WJIM B DJICKTPOHHYIO MOUTY;

5. Hnone3y# Toabko 3ammiieanoe coenuaenue uepe3 HTTPS, a ue HTTP, 1.e. nipu Habope BeG-ampeca
BBOIM UMeHHO «https://»;



6. B mobOuneHOM Tenedone otkmoun ¢yakuuio «[lomkmodyenune k Wi-Fi aBromarmuecku». He
JIOIyCKall aBTOMAaTHYECKOTO MOIKIIF0UeHUs yeTpoiicTBa K cetsim Wi-Fi 6e3 TBoero cornmacusi.

COuua]leble cemu

COIII/IaJ'IBHI)Ie CCTHU aKTUBHO BXOJAT B HAIly )XU3Hb, MHOTUEC JIFOAU pa60Ta}0T " XKUBYT TaM IMOCTOSAHHO,
a B Facebook YK€ 3apeTUCTPUPOBAH MUJIIIUAPA YEIOBCK, UTO SABJIACTCIA OJTHOM CeIbMOi BCeX KUTENEeH IIJIaHEThI.
MHorue noyip30BaTeIn He IIOHUMAIOT, 4YTO I/IH(l)OpMaI_II/I}I, pasMEIICHHAasA MU B COONUAJIBHBIX CETAX, MOXKET OBITH
HaiiJieHa 1 UCII0Ib30BaHa KeM YrogHo, B TOM 4HCJI€ HE 00513aTeNBHO ¢ OJIaruMu HaMCpPCHUSAMU.

OCHOBHEBIE COBETHI 110 OE30MACHOCTH B COIMATBHBIX CETSX:

1. OrpaHu4b CIIUCOK Apy3ei. Y Te0s B IPY3bsiX HE JOJDKHO OBITh CIyYaHBIX U HE3HAKOMBIX JIIOJICH;

2. 3amumiaii CBOIO YacTHYIO kH3Hb. He yka3piBail mapoiu, TeneoHsl, aapeca, 1aTy TBOETO POKICHUS
U IPYTYIO TUYHYI0 HHOOPMANHUIO. 3M0YMBIIUICHHUKA MOTYT HCIONB30BaTh JaXke HHPOPMAIUIO O
TOM, KaK ThI U TBOH POAUTEIH IUIAHUPYETE IIPOBECTH KaHHUKYIIBL;

3. 3ammmai cBOIO peryTanuio - AepXKH ee B YUCTOTe U 3a/aBail cebe BOIpPOC: XOTeN OBl THI, YTOOBI
JpYTHE MOJIb30BATENIN BUCIIH, YTO ThI 3arpyxaeins? [logymaii, mpexe 4eM 4To-To OImyOINKOBATh,
HaIHCaTh U 3aTrPy3HTh;

4. Ecnu Tl TOBOPHIIIH C JIIOJABMH, KOTOPBIX HE 3HACIIb, HE UCIONIB3YH CBOE PEabHOE UMS U IPYTYIO
JTUYHYI0 HHQOPMAIIUU: UMSI, MECTO JKHUTEIILCTBA, MECTO Y4eObI U IpoYee;

5. U3sberaii pasmemenus Gotorpaduii B UaTepHETE, Iie THI H300paXKeH HA MECTHOCTH, TI0 KOTOPOH
MOYKHO OIPEJIeNTUTh TBOE MECTOIIOJI0KEHHUE;

6. Ilpu peructpanuu B COIMATBHON CETH HEOOXOIMMO HCIIOIB30BAThH CIOXKHBIC MAPOITH, COCTOSIIUEC
13 OYKB M ITU(P U C KOJTHYSCTBOM 3HAKOB HE MEHEe §;

7. s conuansHOM CETH, MTOYTHI U JPYTUX CAHTOB HEOOXOIMMO UCTIONB30BaTh Pa3HbIe mapoiu. Toraa
eciy TeOsl B3JIOMAIOT, TO 3IOYMBIIIJICHHUKH TI0JTy4aT JOCTYII TOJILKO K OJJHOMY MECTY, a He BO BCe

cpasy.
DnexmpoHHbie Oerbell

3J'ICKTpOHHLI€ JACHBI'M — 3TO OYCHb YI[O6HLII>‘I CII0co0 rmaTemeﬁ, OJHAaKO CYHICCTBYIOT MOIIICHHUKH,
KOTOPBIC XOTAT IMOJIYYUTh 3TH ACHbI'U.

DJeKTPOHHbIE AEHBIU TOSBIINCH COBCEM HEIABHO M MIMEHHO HM3-3a 3TOTO BO MHOTHX I'OCYAapCTBax 10
CHX TIOp HE IPOIKCAHO PO HUX B 3aKOHAX.

B Poccun ske oHH (DyHKITHOHMPYIOT M O HUX Y K€ ITPOIMCAHO B 3aKOHE™® IIe MX pa3uelIsioT Ha HECKOIBKO
BHUJI0B - AHOHUMHBIC U HC aHOHHWMHBIC. Pa3HI/ILla B TOM, YTO aHOHHMMHBIC - 3TO TC, B KOTOpI)IX pa3pemaeTc51
NPOBOAMTE Olepanuu 0e3 uaeHTH(UKAIMN [TOJ630BaTENs, @ B HEAHOHUMHBIX MACHTH()HUKAIIMK TTOJIb30BaTEIS
SIBJIIETCS 00SI3aTENIHHOM.

Taxoke ciegyeT pasiuuyaTh >JICKTPOHHBIC (DUATHBIE IEHBIH (PaBHBI TOCYJApCTBEHHBIM BalIOTaM) H
JIEKTPOHHBIE He()HaTHBIE ICHBTH (HE PaBHBI TOCYAAPCTBEHHBIM BAIIIOTaM).

OCHOBHBIEC COBETHI 10 0€30IIaCHOM PabOTe ¢ IJIEKTPOHHBIMU JICHBTaMH;

1. TlpuBsbku K cueTy MOOHIBHBIN TeneoH. DTO caMblil yIOOHBIH U OBICTPHIH CIOCOO BOCCTAHOBHUTH
JIOCTYTI K cueTy. [IpuBsa3anHbIii Tene(oH MOMOXKET, eci 3a0yIellb CBOM TUIATEKHBINA MapoJib WIH
3aliIenIb Ha CalT ¢ HE3HAKOMOI'O YCTPOKCTBA;

2. Hcrmoms3yit ogHOpa3oBbie apoiu. [locie mepexona Ha yCHICHHYIO aBTOPH3AIIHIO TeOe yxkKe He
OyZeT yrpokaTh OMAacHOCTh KPAXKU HITU MepexBaTa MIaTexHOTro Mapods;

3. BriOepu ciioxkubIi mapos. [Ipectymaukam OyaeT He MPOCTOo YTaaaTh CIIOKHBIH mapois. HanesxHbie
MapoJId — 3TO MapOJH, KOTOPhIE CoAepkKaT He MeHee 8 3HAKOB M BKIIOYAIOT B €0 CTPOYHbBIE U
IponucHble OyKBBI, IM(PHI W HECKOJIBKO CHMBOJIOB, TakuMe Kak 3HaK Jojuiapa, (¢yHTa,
BOCKIIHIIATEIbHBIN 3HaK ¥ T.I1. Hanpumep, $1K0nM!;;

4. He BBOIM CBOM JIMUHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE 10BEPSACIIb.

3]l€Kmp0HHaﬂ nouma

DNEeKTpOHHAs [T0YTa — 3TO TEXHOJIOTUSA U NPENOCTABIISEMBIE €10 YCIYTH 110 IEPECHUIKE U MOJIyYEHUIO
JJIEKTPOHHBIX COOOIICHUH, KOTOPBIE PaCHpEAeIIIOTCS B KOMIBIOTEPHOH ceTH. OOBIYHO AIIEKTPOHHBIN
MTOYTOBBIH SAIIKK BBITJISAUT CIIETYIOIUM 00pa30M: UMS_TIOJIb30BaTENIA(@UMS___oMeHa. Takxke KpoMme Tepeadn



IMPOCTOIr0 TCKCTA, UMECTCA BO3SMOXKXHOCTDH II€CPEAABATh (1);1171)151.

OCHOBHBIE COBETHI 110 0€301acHOM paboTe ¢ IJICKTPOHHOM MOYTOMH;

1.

2.

oo

Hano BIOpaTh mpaBUIIBHELI TOYTOBKIN CepBUC. B MHTEpHETE €CTh OrPOMHBII BEIOOP OECIIATHBIX
IIOYTOBBIX CEPBUCOB, OHAKO JIy4Ille TOBEPSTh TEM, KOT'O 3HAEILIb U KTO NEPBBIN B pEITHHTE;

He yka3piBail B THUHO# mouTe JINUHYO HHPOpMalmto. Hampumep, maydine BHIOpaTh
«MY3BIKIBHBIN (paHat@» nin «pok2013» BMecTo «Temal3»;

Hcnonp3yit IByX3TAIHYIO aBTOPU3ALIUI0. DTO KOTAa MOMUMO MapoJisi HY>KHO BBOAMUTH KO,
TpUCBUTaeMbIi o SMS;

Bri6epu cnoxxHbIi mapodib. [ Kaxa0ro mo4ToBOro SIIKMKA JOKEH ObITh CBOM HaJIEeKHBIH,
YCTOMYHUBBIH K B3JIOMY I1apOJlb;

Eciu ecTb BO3MOXKHOCTh HAIUCATh CAaMOMY CBOM JIMYHBIM BOIPOC, UCTIONB3YH 3Ty BO3MOXXHOCTb;
Hcnone3yil HECKOJNBKO TMOYTOBBIX SIMIMKOB. IlepBbIf Ui 4YacTHOHM mMepenucku ¢ aapecaramu,
KOTOPBIM Tbl 10BEpsEIb. DTO JIEKTPOHHBIM afpec He Hal0 MCIIOJIb30BaTh NPU PETUCTPallud Ha
(hopymax u caiiTax;

He oTkpsiBaii (ailiiel U Ipyrue BIOKESHUS B IMCbMaX JaXKe €CIIM OHU MPUIILIH OT TBOUX JPY3EH.
Jlydie yrouHy y HUX, OTIPABIIUTA JIM OHU TeOe 3TH (aiiibl;

[Toce oxkoHuaHMs paOOTHI HA TOYTOBOM CEPBHCE IEPE 3aKPBHITHEM BKIIAJKH C CaiiToM He 3a0yab
Ha)kaTb Ha «BeIATI.

Kubepbynnune unu eupmyanvroe uzdesamenbcmeo

KubepOyutmHT —  TIpeciieioBaHUE COOOMICHUSIMH, COACPXKAIIMMH OCKOPOJICHHUS, arpeccHro,
3allyTMBaHUE; XyJIUTaHCTBO; COLUALHOE OOHKOTHPOBAHUE C TIOMOIIIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHEBIE COBETHI 110 0OpKOE ¢ KHOEPOYIITMHIOM:

1.

no

He Opocaiicst B 00ii. JIyumuii crmoco6: mocoBeToBaThCs Kak ceOs BECTU U, €CIIH HET TOr0, K KOMY
MOKHO OOpaTHTHCS, TO BHa4alle YCIOKOUTHCS. EcCii ThI HagHEUIh OTBEYaTh OCKOPOICHUSIMHU Ha
OCKOPOJICHHS, TO TOJBKO ellle OOJIbIIe pa3okKelb KOH(IUKT;

VYnpagisit cBoel kubeppenyramuei;

AHOHIUMHOCTG B ceTH MHAMas. CyIIEeCTBYIOT CITIOCOOBI BEICHUTB, KTO CTOUT 332 aHOHUMHBIM
aKKayHTOM;

He crout BecTu Xynuranckuii 06pa3 BUPTyaabHOM ku3HU. VIHTEpHET PUKCUpYyET Bce TBOU
JICHCTBHS W COXpaHSET UX. Y IAIHTh UX OyAeT KpaiHe 3aTPyIHUTEILHO;

Co0Oumrozaii CBOM BUPTYaIIbHYIO YECTh CMOJIONY;

Wrnopupyit equHUYHbIH HeraTuB. OHOPA30BbIe OCKOPOUTENIBHBIE COOOIIECHUS JTyUllle
UTHOpHUpOoBaTh. OOBIYHO arpeccrst MPEeKpaIaeTcs: Ha Ha4yaabHOH CTaIum;

Ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMH COOOUICHUSMH, B COITUATBHBIX CETSIX €CTh
BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIECHUIT C ONPEeIEIeHHBIX aIpECOB;

Ecmu 1e1 cBunmerens kuOepOysmuHra. TBOM NMEHCTBUS: BBICTYIHTH IPOTHB IIPECIEIOBATEN,
MOKa3aTh €My, UTO €ro ACHCTBHS OIEHMBAIOTCS HETATUBHO, OAEPKATE )KEPTBY, KOTOPOH Hy>KHA
MICUXOJIOTUYECKas IIOMOIIb, COOOIINUTE B3POCIBIM O (PaKTe arpeCCUBHOTO ITOBEICHNUS B CETH.

Mobunvhwiti menedon

CoBpeMeHHBIE cMapT(OHBI U MJIAHIIETH COJIEPKAT B ceOe BIIOJIHE B3POCIBIN (DYHKIIMOHAI, U TEHeph
OHH MOTYT KOHKYPHPOBAaThb CO CTaIlMOHApHBIMH KOMIbIoTepaMu. OJHAKO, CPEACTB 3alIUTHI UIS MOTOOHBIX
YCTpOICTB 1oKa 0ueHb Majo. TecTHpoBaHUE U MOUCK YSI3BUMOCTEH B HUX IPOUCXOAUT HE TAK MHTEHCUBHO, KaK
qutst [TK, To sxe camoe xacaeTcsi 1 MOOUJIBHBIX MPUIIOKESHUH.

CoBpeMeHHBIE MOOWIBHBIE Opay3ephl yXKe MPaKTHYECKH IOTHAM HACTOJFHBIC aHAJOTH, OJHAKO
pacumpenue GyHKIIMOHATIA BIICYET 33 COO0H OOJIBIIYIO CIIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce MPOM3BOIUTEIHN BBITYCKAIOT OOHOBIICHUS, 3aKPhIBAIOININE KPUTHICCKHE YSI3BUMOCTH
JUISL CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI [T 0€30M1aCHOCTH MOOUIILHOTO TeledoHa:
1. Huwero He sBisieTcs Mo-HAcTosAmieMy OeciutaTHBIM. Byab OCTOpOXKeH, Benb Korja Ttede

npeajararoTt OecIuIaTHERIN KOHTCHT, B HEM MOI'yT OBITH CKPBITBI KAKUEC-TO IIJIATHBIC YCIIYT U,

2. Hywmaii, mpexae yeM oTipaBuTh SMS, ¢oTo miu Buaeo. Tol TOUHO 3HACIIB, 1€ OHU OYAYT B



KOHEYHOM HTore?
3, Heobxomumo 0OHOBIISATH ONEPAITHOHHYIO CUCTEMY TBOETO cMapT(doHa;
4, Hcnonp3yid aHTUBHPYCHBIC TIPOTPAMMBI JIJIsl MOOWIIBHBIX TENE(HOHOB;

5. He 3arpyxaif mpuioxeHus OT HEU3BECTHOTO UCTOYHHKA, BETb OHH MOTYT COJIEPIKaTh BPEIOHOCHOE
IpOrpaMMHOE 00eCIIeUeHHE;

6. Tlocie TOro Kak ThI BBIAJIEIID C caidTa, TIe BBOIWII JUUHYIO HHPOPMAIIHIO, 32l B HACTPOUKH
Opaysepa u yaamu cookies;

7. Ilepmogmyecku MpoBepsi KaKMe TUIATHBIC YCIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOii HOMep MOOWIBHOTO Tesie(hOHA TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIIH U KOMY
JOBEpSCIIb;

9. Blue*oolb momkeH OBITh BBIKIIIOYEH, KOT/IA THI MM HE MOJib3yenbes. He 3a0bIBaii mHOT 1A
TPOBEPSTH 3TO.

OnlLine uepu

CoBpeMeHHbIE OHJIAIH-UTPBI - 3TO KPACOUHBIE, 3aXBATHIBAOIINE PA3BICUCHUS, OObEAUHSIOINE COTHU
TBICSY YEJIOBEK MO BceMy MUPY. MrpoKH UCCIenyIOT JAHHBINA UM MUp, OOLIAOTCS APYT C APYTOM, BBIIOJIHSIOT
3a[JaHus, CPAXKAIOTCS C MOHCTPAMHU M MOJY4YalOT ONBIT. 3a YIOBOJIBCTBHE OHHU IUIATAT: MOKYMNAKOT JHUCK,
OIJIAYMBAIOT A0OHEMEHT MM IPUOOPETAIOT KaKUe-TO OMLIUH.

Bce atu cpenctBa mayT Ha TOIAEp)KaHWE W Pa3BUTHE WIPHI, a TakkKe Ha caMmy Oe30MacHOCTH:
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AIINH, BHITYCKAIOTCS HOBBIC ITATIH (IIH(POBBIE 3aTUIATKH JJIS IPOTPaMM),
3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI:IX HUIrpax CTOUT OIIacaTbCsa HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KPaXh TBOCTO ITapOJId,
Ha KOTOPOM OCHOBaHAa CUCTEMA aBTOpU3AIIUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 O€30IaCHOCTH TBOETO UIPOBOTO AKKAYHTA:
1. Ecnu npyroit urpok BefeT cest IN0X0 WK co3aeT Tebe HENPUSATHOCTH, 3a0JIOKUPYH €ro B CIIHCKe
UTPOKOB;

2. Toxanyiics afMHHUCTpATOpaM UIPhl Ha IUIOXO0E MMOBEACHHE STOTO UTPOKa, KeIaTeIbHO

HPUIOKUTH KaKHe-TO JOKA3aTeIbCTBA B BUIE CKPUHOB;

He yka3piBaii THuHyI0 HHPOPMAIIHIO B TIpodaiisie Urpsl;

VYBaxail Jpyrux y4aCTHUKOB IO UIPE;

He ycranaBnuBait HeopuIIManbHbIe TAaTIN U MOJIBI;

Hcnoab3yii cii0/KHbIE U Pa3HbIE MAPOJIN;

Jlaxxe BO BpeMsl UIpbl HE CTOUT OTKJIIOUaTh aHTUBHUpYC. I1oka Thl Urpaelilb, TBOM KOMIIBIOTED
MOTYT 3apa3uThb.

No ok w

Duune unu Kpaosica TudHblx OaHHbIX

OOBIYHO# Kpakeil [eHeT H JOKYMEHTOB CETOHS YK€ HUKOTO HE YIUBUING, HO C pA3BUTHEM HHTCPHET-
TEXHOJIOTHH 3JI0YMBIIUICHHIKH EPEMECTIUINCE B HHTEPHET, U IIPOJOIDKAIOT 3aHAMATHCS JTFOOMMBIM JIEITOM.

Tak mosBHIIach HOBas yrpo3a: MHTEPHET-MOIICHHWYECTBA MM (DUINWHT, TJaBHAS IeJIb KOTOPOTO
COCTOWT B MOJIyYCHUH KOH(QHUICHIIMAIBHBIX TaHHBIX MOJb30BaTEIeH — JIOTHHOB M MapoJied. Ha aHrmiickom
s3pike phishing uuraercst kak umuar (ot fishing — peiGHas noBs, password — maposis).

OCHOBHEIE COBETHI 110 OOpHOE ¢ (PUITHHTOM:

1. Cnemu 3a cBouMm akkayHTOM. Eciam Thl moj03peBaciib, YTO TBOS aHKETa ObUIa B3JIOMaHa, TO
HEOOXOJMMO 3a0JIOKHPOBaTh €€ M COOOIMINTh aIMHHHCTPAaTOpPaM pecypca 00 dTOM Kak MOXKHO
cKopee;

2. Wcnonb3yit 6e3onacHble BeO-CalThl, B TOM YHUCIIE, HHTEPHET-MAra3uHOB U MOMCKOBBIX CUCTEM;

3. Ucmone3yit cloKHBIE W pasHble Tapoid. TakuM o0pa3oMm, ecid TeOsS B3JIOMAOT, TO

3JIOYMBIIIUICHHUKH TOJTyYaT JIOCTYI TOJBKO K OJJHOMY TBOEMY MPO(HITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B310MaH, TO HEOOXOIUMO IPEAYIIPETUTE BCEX CBOUX 3HAKOMBIX, KOTOPBIE JOOABICHBI Y

Te0sI B IPY3bsX, O TOM, UTO TEOSI B3IOMaJIH 1, BO3MOXXHO, OT TBOETO UMEHH OY/IET pacCchuIaThCs Criam
Y CCBUIKM Ha (DUINWHTOBBIC CANTHI;
5. VYcranosu HanexHsli maposs (PIN) Ha MoOuIBHEIH Tenedow;



6. Ortkiroun coxpaHeHue mapois B Opaysepe;
7. He oTkpbiBaii (aiiiabl u APYrHe BIOKEHHUS B MHCHMaX Ja)X€ €CIIU OHH MPHUILIH OT TBOUX APY3eH.
Jlyuiie yTOYHHM Y HUX, OTHPABIISUIN JIM OHH TeOe 3TH (Daiiibl.

Lugpposasa penymayus

HudpoBas pemyramuss - 5STO HETaTHUBHAs WIM TO3UTHBHAs WHpOpMAIMsS B CeTH O Tebe.
Komnpomerupyromasi uHbpOpMaIus pa3MelieHHas B HHTEPHETE MOXET CepPbe3HbIM 00pa3oM OTpPa3HThCS Ha
TBOEHW peanbHOM sku3Hu. «[{udpoBas permyramus» - 3T0 TBOM UMUK, KOTOPBIA (opMUPYETCs U3 HHQOpMALUU
0 Te0e B HHTEpHETE.

TBOe MecTO JKUTENBCTBA, Y4eObl, TBOE (PHMHAHCOBOE MOJI0KEHNE, OCOOEHHOCTH XapaKTepa M PaccKasbl O
OJU3KUX - BCE 9TO HAKAIUIUBACTCS B CETH.

MHorue moAPOCTKH JISTKOMBICIIEHHO OTHOCSITCS K ITyOJIMKAIIUK JTHIHOH nHpopMarmu B IHTepHETE, HEe
MIOHUMAsl BO3MOXKHBIX TOCTENCTBUNA. THI Jaske HE CMOXKEIIb A0TaIaThCs O TOM, 4TO oTorpadus, pa3MelieHHas
5 Jer Ha3a, cTajla MPUYNHON OTKa3a MPUHATH TeOs Ha padoTy.

KommeHnTapuu, pasmenienue TBoux ¢ororpaduii 1 Apyrue AeHCTBUS MOTYT HE HCUE3HYTh JaXke IOocIie
TOTO, KaK Thl UX YAalIHIIb. Thl HE 3Haellb, KTO COXPAHMWI 3Ty MH(OpMAIHIO, IoNaja JIM OHA B IIOMCKOBHIE
CHCTEMBI M COXPaHMJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYyKaroliee JIFOAN, KOTOpble HalAyT 1
yBUIAT 3T0. HaiiT nH(pOpMaMio MHOTO JIET CIIyCTsS CMOXKET JI000H - Kak U3 HOOPBIX MOOYXIEHHMH, TaK U C
HaMEpEeHUEM NPUYUHUTE Bpel. DTO MOKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3aIIUTe MU(POBOM peyTaINu:

1. TMomymaii, mpex/e YeM YTO-TO IMyOJIMKOBATh U MepeaaBath y ceOs B 0J0Te WIH B COIUATBHOM
ceru;

2. B HacTpoiikax nmpowiIs yCTaHOBH OTPaHUYCHHUS Ha MMPOCMOTP TBOETO MPOGMIIS U €T0
COJICPIKUMOT0, CACTal €ro TONBKO «IUIS APY3ei;

3. He pa3memaii u He yka3biBail HH(pOpMAIIKIO, KOTOPas MOXKET KOr0-Ti00 OCKOPOJIATh UITH
00MKaTh.

Aemopckoe npaso

CoBpeMEHHBIE IIKOJTBHUKN- aKTHBHBIEC TIOJB30BATENN MH(POBOrO MpocTpancTBa. OMHAKO NaNeKo He
BCE 3HAIOT, YTO IOJb30BAaHHE MHOTUMH BO3MOXKHOCTSIMU ITH(poBOro mupa TpedyeT coOMOAeHUs IpaB Ha
MHTEJUICKTYaIbHYIO COOCTBEHHOCTD.

TepMHH «HMHTEIUIEKTyallbHAsI COOCTBEHHOCTEY OTHOCHUTCSI K Pa3UYHBIM TBOPEHHUSAM UYECIIOBEYECKOTO
yMa, HaYMHAs ¢ HOBBIX M300pETEHUH W 3HAKOB, 0003HAYAIOMINX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH , H
3aKaH4YMBasl KHUTaMU, (poTorpadusmMu, KHHOPIIEMaMHU U My3BIKaIbHBIMU POU3BEICHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa HAa WHTEUICKTYaJbHYI0 COOCTBEHHOCTh HAa TPOU3BENCHHS HAYKH,
JIATEPATYPhI u HCKYCCTBA. ABTOpCKI/Ie npaBa BBICTYIIAIOT B Ka4ye€CTBEC rapaHnTuun TOTO, qTo
MHTEIJICKTYaJIbHbIN/TBOPUECKUH TPyl aBTOpa He OyAET HalpacHBIM, JAacT €My CIIPAaBEJIUBBIC BOZMOKHOCTH
3apaboTaTh Ha pe3ylbTaTax CBOETO TPy, TOIYIUTh U3BECTHOCTH U Ipr3HaHue. HukTo 6e3 pa3perieHus aBTopa
HE MOXET BOCIPOM3BOAUTH €r0 NMPOU3BEACHHE, PACIPOCTPAHATH, IMYOJIMYHO IEMOHCTPUPOBATh, MPOIABATH,
UMIIOPTHPOBATh, ITyCKATh B MPOKAT, MyOJINYHO UCHIONHATH, TOKA3bIBATH/UCIONHITE B 3(pUpe WK pa3MeIlaTh B
HuTephere.

Hcnionp30BaHne «IMPATCKOT0» MPOrPaMMHOTO 00ECTIEYeHHsT MOXKET TPUBECTH K MHOTMM PHCKaM: OT
MOTEPH JIAaHHBIX K TBOUM aKKayHTaM /10 OJIOKMPOBKM TBOETO YCTPOICTBA, TIe YCTAHOBJICHHBIM HE JieralbHas
nporpamma. He ctout Takxke 3a0bIBaTh, YTO CYLICCTBYET JeTaJbHBIC W OECIIaTHBIC NMPOTPAMMBI, KOTOpPBIC
MO>KHO HaliTH B CETH.

O nopmane

CeteBHYOK.p( - TBOW TTIABHBIM COBETYMK B CETH. 3[€Ch THI MOXKEIIb y3HATh O O€30MIaCHOCTU B CETH
TOHATHBIM H JIOCTYITHBIM SI3BIKOM, a TIPH BO3HUKHOBEHNH KPUTHYECKOH CHTyallMH OOpPAaTHTHCS 3a COBETOM. A
TaKoKe MPUHATH y4acTHE B KOHKYpCaxX M CTaTh CaMbIM IU(POBBIM I'paskIaHHHOM !






